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1 Objective

The objectives of this document are to:
1. Describe a set of IT Service Levels for discussion by management of a medium sized business with a view to identifying the IT Service Levels that are optimum for the business.
2. Help management appreciate the implications of IT Service Level choices.  The implications include:
· IT capital cost.

· IT operating cost.

· IT service experience of employees.

2 Background

Typically, a discussion of IT service level is triggered by one or more of the following events:
1. Widespread unhappiness with current IT service levels.

2. The desire to add a new application to the application portfolio that won’t deliver adequate value without an increase in IT service levels.

3. The need to implement a Disaster Recovery plan.

To enable making an informed choice about IT service level, this document contains:

1. A list of typical IT service level elements.

2. A range of IT service levels for each element.

3. Examples of key parameters that tend to drive the cost of each IT service level element.

Two Info-Tech Research Notes has been appended to this document:
1. “Develop a Process for Managing IT Service Delivery” - provides a useful approach an organization can use to define and implement the IT Service Levels it requires.

2. “Internal SLAs Improve IT/Business Alignment” - provides a useful discussion of SLAs and an approach to setting SLAs.
3 Use of this Document

This document is designed as a template to facilitate a discussion with the management team about IT Service Level choices.  The document is designed to help management build an understanding of the implications of IT Service Level choices.

An initial choice that should be made for each IT service level elements is Acceptable service or Superior service.  That choice produces significant implications for cost, staffing and end-user experience.

Replace the word Company with your own company name to personalize the document a little.

4 Typical IT Service Level Elements
The IT Service Level Elements listed and defined in this document are based largely on the Information Technology Infrastructure Library (ITIL)
.

The descriptions various levels of service were developed by Corvelle.
4.1 Service Delivery

The Service Delivery discipline is focused on the business, not the end-user, as the customer of IT services.  It is primarily concerned with the proactive and forward-looking IT services that the business requires.

4.1.1 Availability Management

Availability Management allows organizations to sustain the IT service availability at a justifiable cost.

Assumed company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Operate with superior availability

	Computing environment unexpectedly unavailable on average once per week
	Computing environment unexpectedly unavailable on average once per month
	Computing environment unexpectedly unavailable less than once per year

	Maintain availability metrics
	Only some availability metrics exist.

Many of the availability metrics that do exist are incomplete.
	Almost all availability metrics exist.

Some of the availability metrics that do exist are incomplete.
	All availability metrics exist.

Most of the availability metrics are complete.

	Operate and report availability metrics
	Availability metrics are rarely gathered and reported.
	Availability metrics are generally gathered and reported.

Reporting is reasonably accurate but sometimes late.
	Availability metrics are always gathered and reported.

Reporting is accurate and rarely late.

	Company required initial capital increment
	None
	Additional software and hardware for enhanced backup

One server +
	Additional software and hardware for enhanced backup

One server +
Network component for additional redundancy +

	Company required initial staff increment

	None
	Zero to + 1/2 staff
	+ 1/2 staff


4.1.2 Service Level Management

Service Level Management provides for continual monitoring and review of the levels of IT services specified in the Service Level Agreements (SLAs).
Assumed company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Operate with superior performance

	Computing environment performance varies significantly and unexpectedly from hour to hour.
Performance varies depending on the location of the end-user within the LAN.
	Computing environment performance varies within a narrow band from hour to hour.
Performance is independent of location of the end-user within the LAN.
	Computing environment performance is fast during all hours.
Performance is independent of location of the end-user within the LAN.

	Maintain SLA metrics
	Only some SLA metrics exist.

Many of the SLA metrics that do exist are incomplete.
	Almost all SLA metrics exist.

Some of the SLA metrics that do exist are incomplete.
	All SLA metrics exist.

Most of the SLA metrics are complete.

	Operate and report SLA metrics
	SLA metrics are rarely gathered and reported.
	SLA metrics are generally gathered and reported.

Reporting is reasonably accurate but sometimes late.
	SLA metrics are always gathered and reported.

Reporting is accurate and rarely late.

	Company required initial capital increment
	None
	One server +
	One server +
Network component for additional capacity?

	Company required initial staff increment
	None
	Zero to + 1/2 staff
	+ 1/2 staff


4.1.3 Capacity Management

Capacity Management
 supports the optimum and cost effective provision of IT services by helping organizations match their IT resources to the business demands.
Assumed company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Operate with sufficient capacity
	Computing environment performance degrades noticeably over time.
	Computing environment performance degrades slightly in the 30 days prior to a planned upgrade.
	Computing environment performance does not degrade noticeably.

	Maintain capacity usage metrics
	Only some capacity usage metrics exist.

Many of the capacity usage metrics that do exist are incomplete.
	Almost all capacity usage metrics exist.

Some of the capacity usage metrics that do exist are incomplete.
	All capacity usage metrics exist.

Most of the capacity usage metrics are complete.

	Operate and report capacity usage metrics
	Capacity usage metrics are rarely gathered and reported.
	Capacity usage metrics are generally gathered and reported.

Reporting is reasonably accurate but sometimes late.
	Capacity usage metrics are always gathered and reported.

Reporting is accurate and rarely late.

	Company required initial capital increment
	None
	One server +
	One server +
Network component for additional capacity?

	Company required initial staff increment
	None
	Zero to + 1/2 staff
	+ 1/2 staff


4.1.4 IT Service Continuity Management

IT Service Continuity Management helps to ensure the availability and rapid restoration of IT services in the event of a disaster.

Capacity Management supports the optimum and cost effective provision of IT services by helping organizations match their IT resources to the business demands.

Assumed Company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Operate with high service continuity
	Computing environment outage during a disaster exceeds 24 hours.
	Computing environment outage during a disaster falls in the range of 12 to 24 hours.
	Computing environment outage during a disaster is less than 12 hours.

	Maintain disaster recovery plan
	No disaster recovery plan exists or the plan is seriously out of date.
	A disaster recovery plan exists and most of the plan is up to date.
	A disaster recovery plan exists and the plan is up to date.

	Test disaster recovery plan
	The disaster recovery plan has not been tested.
	The disaster recovery plan has been tested at least once per year.
Some of the recommendations from the tests have been implemented.
	The disaster recovery plan has been tested twice per year.

The recommendations from the tests have been implemented.

	Company required initial capital increment
	Remote data center

Network component for additional redundancy
	Remote work location

Remote data center

Network component for additional redundancy
	Remote work location

Remote data center

Network component for additional redundancy 

	Company required initial staff increment
	+ 1/2 staff
	+ 1/2 staff
	+ 1/2 staff


4.1.5 Financial Management
The goal of Financial Management is to give accurate and cost effective stewardship of IT assets and resources used in providing IT Services.
Assumed Company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Operate and report on financial management
	Financial management is rarely gathered and reported.
	Financial management is generally gathered and reported.

Reporting is reasonably accurate but sometimes late.
	Financial management is always gathered and reported.

Reporting is accurate and rarely late.

	Company required initial capital increment
	None
	Additional reporting software?
	Additional reporting software?

	Company required initial staff increment
	None
	Zero to + 1/2 staff
	+ 1/2 staff


4.2 Security Management

The Security Management discipline describes the structured fitting of information security in the management organization.

4.2.1 Information Security Management

The goal of Information Security Management is to guarantee the safety of the information.

Assumed Company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Operate with high Information Security Management

	Information Security Management is rarely operated as described.
	Information Security Management is generally operated as described.
	Information Security Management is consistently operated as described.

	Maintain Information Security Management metrics
	Only some Information Security Management metrics exist.

Many of the Information Security Management metrics that do exist are incomplete.
	Almost all Information Security Management metrics exist.

Some of the Information Security Management metrics that do exist are incomplete.
	All Information Security Management metrics exist.

Most of the Information Security Management metrics are complete.

	Operate and report Information Security Management metrics
	Information Security Management metrics are rarely gathered and reported.
	Information Security Management metrics are generally gathered and reported.

Reporting is reasonably accurate but sometimes late.
	Information Security Management metrics are always gathered and reported.

Reporting is accurate and rarely late.

	Company required initial capital increment
	None
	Additional monitoring and reporting software?
	Additional monitoring and reporting software?

	Company required initial staff increment
	None
	Zero to + 1/2 staff
	+ 1/2 staff


4.2.2 IT Physical Security Management

The goal of Physical Security Management is to guarantee safety of the computing infrastructure.

Assumed Company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Operate with high Physical Security Management

	Physical Security Management rarely operated as described.
	Physical Security Management generally operated as described.
	Physical Security Management consistently operated as described.

	Maintain Physical Security Management metrics
	Only some Physical Security Management metrics exist.

Many of the Physical Security Management metrics that do exist are incomplete.
	Almost all Physical Security Management metrics exist.

Some of the Physical Security Management metrics that do exist are incomplete.
	All Physical Security Management metrics exist.

Most of the Physical Security Management metrics are complete.

	Operate and report Physical Security Management metrics
	Physical Security Management metrics are rarely gathered and reported.
	Physical Security Management metrics are generally gathered and reported.

Reporting is reasonably accurate but sometimes late.
	Physical Security Management metrics are always gathered and reported.

Reporting is accurate and rarely late.

	Company required initial staff increment
	None
	None
	Zero to + 1/2 staff


4.3 IT Infrastructure Management

The IT Infrastructure Management discipline applies the recommend best practice for requirements analysis, planning, design, deployment and ongoing operations management and technical support of an IT Infrastructure.
4.3.1 IT Design and Planning

IT Design and Planning provides a framework and approach for the Strategic and Technical Design and Planning of IT infrastructures. 

4.3.2 IT Deployment Management

IT Deployment provides a framework for the successful management of design, build, test and roll-out projects within an overall IT program.
4.3.3 IT Operations Management

ICT Operations Management provides the day-to-day technical supervision of the ICT infrastructure.

4.3.4 IT Technical Support

IT Technical Support is the specialist technical function for infrastructure within IT.

4.4 Service Support

The Service Support discipline is focused on the end-user of IT services and is primarily concerned with ensuring that they have access to the appropriate services to support the business functions.

4.4.1 Service Desk

The Service Desk is the single point of contact between users and IT Service Management.
Company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Answering the telephone
	End-user is typically routed to voice mail after 5 rings during regular business hours.
	End-user typically speaks to a service desk person after 3 rings during regular business hours.

End-user is rarely routed to voice mail after 5 rings.
	End-user typically speaks to a service desk person after 2 rings during regular business hours.

End-user is never routed to voice mail after 5 rings.

	Problem resolution target for minor support questions
	End-user receives an inadequate response.

Call volume is decreasing because service is seen as unhelpful.
	End-user receives an adequate response on most occasions.

Call volume is increasing proportional to employee count growth.
	End-user receives an adequate response on almost every occasion.

Call volume is increasing faster than employee count growth.

	Problem resolution target for larger support questions
	End-user receives an inadequate response.
	End-user receives a series of adequate responses on most occasions.

Call volume is increasing proportional to employee count growth.
	End-user receives a series of adequate responses on almost every occasion as well as a visit in his or her office.

Call volume is increasing faster than employee count growth.

	Creating an incident ticket
	Ticket requires more than 10 minutes to complete.

Ticket completion frequently requires a second call.
	Ticket requires more than 3 to 8 minutes to complete.

Ticket completion rarely requires a second call.
	Ticket requires more than 3 to 5 minutes to complete.

Ticket completion never requires a second call.

	Company required staff increment
	None
	+ 1 staff
	+ 2 staff


4.4.2 Incident Management

The goal of Incident Management is to restore services as quickly as possible with minimal disruption to end-users.
Company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Resolving critical priority incidents
	Critical priority incidents require more than 1 business day to resolve.

Confirmation that a critical priority incident has in fact been resolved can not be easily determined.
	Critical priority incidents require less than 1 business day to resolve.

Confirmation that a critical priority incident has in fact been resolved can be easily determined.
	Critical priority incidents require less than 1/2 business day to resolve.

Confirmation that a critical priority incident has in fact been resolved can be quickly and easily determined.

	Resolving high priority incidents
	High priority incidents require more than 3 business day to resolve.

Confirmation that a high priority incident has in fact been resolved can not be easily determined.
	High priority incidents require less than 2 business day to resolve.

Confirmation that a high priority incident has in fact been resolved can be easily determined.
	High priority incidents require less than 1 business day to resolve.

Confirmation that a high priority incident has in fact been resolved can be quickly and easily determined.

	Resolving medium priority incidents
	Medium priority incidents require more than the estimated number of days to resolve.
	Medium priority incidents require the estimated number of days to resolve.
	Medium priority incidents require less than the estimated number of days to resolve.

	Company required staff increment
	None
	+ 1/2 staff
	+ 1 staff


4.4.3 Problem Management
The goal of Problem Management is to resolve the root cause of incidents and thus to minimize the adverse impact of incidents and problems on future business operations
.

Company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Resolving critical priority problems
	Critical priority problems require more than the estimated days to resolve.

There are indications that the problem is not being addressed continuously.

Confirmation that a critical priority problem has in fact been resolved can not be easily determined.
	Critical priority problems require the estimated days to resolve.

The problem is being addressed continuously.

Confirmation that a critical priority problem has in fact been resolved can be easily determined.
	Critical priority problems require less than the estimated days to resolve.

The problem is being addressed continuously with expert resources.

Confirmation that a critical priority problem has in fact been resolved can be quickly and easily determined.

	Resolving high priority problems
	High priority problems require more than the estimated days to resolve.

Confirmation that a high priority problem has in fact been resolved can not be easily determined.
	High priority problems require the estimated days to resolve.

Confirmation that a high priority problem has in fact been resolved can be easily determined.
	High priority problems require less than the estimated days to resolve.

Confirmation that a high priority problem has in fact been resolved can be quickly and easily determined.

	Resolving medium priority problems
	Medium priority problems require more than double the estimated days to resolve.
	Medium priority problems require up to double the estimated days to resolve.
	Medium priority problems require less than the estimated days to resolve.

	Company required staff increment
	None
	Zero to + 1 staff
	+ 1 staff


4.4.4 Configuration Management

Configuration Management is a process that tracks all of the individual Configuration Items (CI) in a system.

Company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Comprehensiveness of tracking changes to the configuration
	Only some, but not all, changes to the configuration are tracked.
	Almost all changes to the configuration are tracked on a timely basis.
	All changes to the configuration are tracked on a timely basis.

	Accessibility to configuration data
	Only a select few staff can access configuration data with difficulty.
	Most staff can access configuration data easily.
	All staff, which needs it, can access configuration data easily.

	Company required staff increment

	None
	+ 1/2 staff
	+ 1 staff


4.4.5 Change Management

The goal of Change Management is to ensure that standardized methods and procedures are used for efficient handling of all changes, in order to minimize the impact of change-related incidents and to improve day-to-day operations.

Company goal: Acceptable service

	IT Service Level Measure
	Poor to marginal service description
	Acceptable

service description
	Superior

service description

	Operate with high Change Management controls
	Change Management is rarely operated as described.
	Change Management is generally operated as described.
	Change Management is consistently operated as described.

	Comprehensiveness of procedures for effective Change Management
	Only some procedures exist.

Many of the procedures that do exist are incomplete.
	Almost all procedures exist.

Some of the procedures that do exist are incomplete.
	All procedures exist.

Most of the procedures are complete.

	Degree to which procedures for Change Management are used
	Procedures are occasionally followed.
	Procedures are mostly followed.
	Procedures are almost always followed.

	Company required initial capital increment
	None
	Additional server
 +
	Additional server +

	Company required staff increment
	None
	+ 1/2 to + 1 staff
	+ 1 staff
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5 Develop a Process for Managing IT Service Delivery

5.1 Date: November 28, 2006

IT departments that have a mandate to act as internal service providers must become a business within a business. Instead of simply focusing on the maintenance of activities and assets, IT must manage resources in a manner consistent with enterprise objectives. Create a process for identifying and closing gaps between IT performance and business expectations. 

5.1.1 Defining and Managing IT Service Delivery

Delivering and managing IT services in an ad hoc fashion reduces IT's effectiveness in terms of adding value to the business. Administered properly, formal management tools such as Service Catalogs, Service Level Agreements (SLAs), and chargebacks can align IT initiatives with business objectives. Figure 1 illustrates how these management tools fit within an overall process for managing IT service delivery to internal customers.    

Following the service delivery model will allow the IT department to take a customer-focused approach towards internal users. It will also help to create meaningful discussions about tradeoffs between cost and service/performance. 

5.1.2 Figure 1 - Model for Managing IT Service Delivery 
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5.1.3 Recommendations

Implement the above process, along with the following best practices, to improve the IT department's ability to effectively deliver services to business users.  

1. Don't try to manage everything. Prioritizing applications and services from the very beginning will pay dividends throughout the process. Effective triage early on will also result in fewer metrics to track and report on, as well as fewer items to manage in SLAs.  The first step of "identifying key applications and services" should not result in an exhaustive list of every single thing IT does. The operative word is "key." Look for those aspects of IT that deliver the most value to the enterprise. 

· Identify which applications and services would cause the most disruption to the business if they failed or were compromised in some way. 

· Poll business leaders to get their feedback on what constitutes "key." 

· Become more involved in business operations by mapping applications and services to enterprise performance metrics. 

2. Create an IT service catalog to open the lines of communication. An IT service catalog with performance targets is a precursor to an SLA and should be seen as a tool to spur communication. It will help communicate to business users what IT can do and will help stimulate discussion around what IT could do to further support business objectives. If centralization is to be a part of the service delivery initiative, IT should also use the catalog to outline what's going to be consolidated, virtualized, or eliminated entirely, to ensure that the process is documented and clearly communicated. 

3. Use SLAs as negotiating tools. SLAs will help reduce tensions between departments, set expectations for acceptable performance, and help prioritize IT resources based on business priorities. Developing SLAs should be an iterative process with business units to define acceptable levels of service. The negotiation should begin with current levels of service as a baseline and proceed to points of pain. Consider the following best practices for establishing, negotiating, and managing SLAs: 

· Zero in on what's critical and what's broken. Start with areas that are causing problems to help get user buy-in. Rock solid applications that provide 99.9% uptime are not good initial candidates for SLA attention. 

· Be willing to change. If IT is not prepared to change anything, business users will not be willing to open up. IT leaders have to be willing to focus and expand the portfolio of IT services and resources if they wish to address business priorities and be able to drop those services that are not adding value. 

· Use SLAs to set expectations for how IT will communicate outages and schedule fixes. Often, business users are less annoyed by the fact that the IT system is down than by the uncertainty around how long the outage will last and what exactly will be affected. This is not just a technology issue, but a communication one. 

· Make sure that what's covered is measurable. If it is not measurable, then it opens the discussion as to whether or not it is worth the cost of measurement. Is it an application/service that is of significant value and creates many service issues? If it is, creating a mechanism for gathering the appropriate metrics should be treated as a separate project. 

· Get buy-in from IT support staff by having them draft the SLA. Business units and managers will still have to sign-off on the SLA, but this will help to hold IT staff accountable. 

· Match expectations with what is possible and what IT can afford. Better performance means higher costs. During an SLA negotiation, it is normal for the business unit to set performance expectations higher than actual practice. Make business leaders aware that to close the gap between actual and desired metrics and service levels, an investment has to be made in labor or capital (with potential chargeback implications).

4. Treat all changes to SLAs as projects. Changes such as increasing hours of service, measuring new functions, adding new functionality, and boosting service levels should be treated as individual projects, each with its own cost-benefit analysis and a plan to adjust IT staff levels if needed. For example, if the enterprise decides it wants to move to 24/7 support, an entirely new staffing strategy might be required. IT management should not agree to additional service level measurement or performance improvement until the necessary projects are approved and completed. If there are several outstanding projects to close gaps in measurement and performance, negotiate an interim SLA that reflects current measures and performance capabilities, but with a commitment to new measures and targets.

5.1.4 Bottom Line

Many enterprises experience disconnects between business expectations and IT performance. Implement management tools such as SLAs and service catalogs to close this gap and improve IT/business alignment. For maximum effect, use a defined process for managing IT service delivery.
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6 Internal SLAs Improve IT/Business Alignment

6.1 Date: September 20, 2005

In the absence of an internal Service Level Agreement (SLA), business users often expect unlimited IT support at any time, with no conditions. Unrestricted service demands set IT up for failure in the eyes of users and business executives. Set clear simple service levels to align user demand with the IT group’s ability to deliver.

6.1.1 The Benefits of an Internal SLA

An internal SLA is an agreement that spells out the terms of service that the IT department will provide to the enterprise. Contrary to popular belief, an SLA does not restrict demand for IT services - rather it attempts to define the demand and match IT resources to meet it. 

Organizations in favor of structuring the delivery of IT services around an SLA argue that the document improves IT alignment by doing the following:

· Setting clear and deliverable service expectations. 

· Transforming a technology-focused staff into customer-friendly business partners. 

· Building trust between business users and IT staff. 

· Increasing user satisfaction with IT. 

· Establishing baselines for performance against which IT staff can be evaluated. 

· Explaining to the business exactly what IT does with its resource allocation, and defines the value it gets from those resources.

6.1.2 The Cons

	6.1.3 An SLA Case Scenario

An IT manager working for an SME with an annual IT budget of $500,000 used a help desk SLA to prevent business leaders from cutting the help desk by 20% during a budget review. The SLA provided the IT manager with the visibility into IT performance, service, and support costs.

The transparency of this information allowed IT to objectively explain the impact that a 20% cut would have on the expected level of service the help desk provides. As a result, the help desk was only cut by 5%.


IT decision makers who oppose the internal SLA believe that the agreement perpetuates the notion that IT employees are service providers rather than business partners. Although this appears to be a valid concern, IT must remember that every department provides a service to the business. And in most situations a business department is expected to deliver agreed-upon service objectives. 

Credible managers use metrics to provide executives with visibility into a department’s level of performance. SLAs provide IT managers with the metrics required to quantify the value IT is delivering to the enterprise. 

6.1.4 Recommendations

1. Obtain buy-in from business leaders. Executives must understand that the purpose of an internal SLA is not to restrict user demand, but rather to define demand and align IT resources to meet these demands. Applying supply and demand economics to IT service delivery allows IT to translate user demand into the cost required to meet that demand. 

2. Obtain IT department buy-in. Selling IT staff on the value of internal SLAs at the onset is critical. Be prepared to drive a culture change with an emphasis on service. 

· Outline the value of IT transparency and how it will increase the department’s profile within the enterprise. 

· Explain how the baselines established in the SLA will let them know exactly where they stand in terms of their performance.

3. Get IT support staff to draft the SLA. Increase buy-in by assigning some control of the SLA to the people who will be held accountable for meeting the SLA. Prevent individuals from setting service levels too low by establishing the following conditions: 

· Business users must sign off on the SLA. 

· Managers will review the SLA to ensure it adequately stretches IT’s abilities.

4. Start with the help desk. In order to figure out what service levels the IT support staff should make, start with the lifecycle of a help desk ticket, the kinds of calls fielded by the help desk, and the average response times. 

· Identify the total number of tickets that are generated on any given day. 

· Categorize help desk calls by request type (such as a hardware or software issue). 

· Assign a level of urgency (that is, whether the call was a high, medium, or low priority). For more information on how to categorize help desk problems read the Info-Tech Advisor note "Prioritizing Help Desk Problems" and download the "Help Desk Triage Policy."

5. Focus on business objectives. Weigh priorities against business goals. For example, in a manufacturing company, any call having to do with the Supply Chain Management (SCM) system will qualify as a high priority since an optimal supply chain is a core part of manufacturing. 

6. Use appropriate wording. In order to ensure an SLA advocates a business partnership, it is essential that all of the services described in the SLA are oriented toward the business user. It is easy to write the document as a contract rather than what it really is, an agreement. Although it may be easy or even desirable for IT to stipulate the terms of a service and outline specific exclusions, if end users have trouble reading it, they will have difficulty following or understanding the terms. 

6.1.5 Bottom Line

Manage end-user expectations and provide transparency into the value IT provides the business. Use an internal SLA to set service levels and align IT with business objectives.
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7 Internal SLAs: Business Expectations Must Match IT Resources

7.1 Date: June 27, 2006

It is an excellent practice for IT to establish a Service Level Agreement (SLA) with the business units it serves. However, it is dangerous to establish targets that exceed current experience without ensuring additional resources and funding.

7.1.1 Balancing Reality and Business Unit Satisfaction

An SLA must be realistic and practical for both IT and the business. It must reflect business unit expectations and requirements, but it must also create a balance between what is requested and what the clients are willing to pay. Establishing an achievable service level for the help desk, for example, is determined by its current staffing level, the skill set of the analysts, and the tools they use to track calls.

The highest service level requested by a business unit for a shared resource or service (e.g. help desks, servers, and networks) will generally establish the service level for all. Any investment in improving the performance for one business unit will generally require an investment for improving overall performance.

7.1.2 Better Performance Means Higher Costs

During an SLA negotiation, it is normal for the business unit to set performance expectations higher than actual practice. Users may want extended hours of support for the help desk, higher availability for Internet applications, and faster turnaround time for evaluating change requests.

To close the gap between actual and desired metrics and service levels, an investment has to be made in labor or capital. For example, if the help desk is not currently tracking all calls, it may be necessary to purchase or build a call tracking tool. Projects to extend measurement or to improve performance should be handled and prioritized like all other requests for IT staffing and budgets. IT management should not agree to additional service level measurement or performance improvement until the necessary projects are approved and completed.

7.1.3 Recommendations

1. Commit to establishing SLAs. IT should have SLAs with all key business units. 

2. Determine current performance levels. Develop a draft baseline SLA that reflects measurements that can be regularly made, and performance standards that are currently being achieved. Areas of high priority include hours of support for help desk, expected turnaround time on help desk tickets, available hours for applications, and availability targets for online and Internet applications. 

3. Negotiate SLAs using baseline performance. Begin negotiations with business units using the baseline performance measures. 

4. Identify measurement gaps. Determine the feasibility of measuring factors that are considered important by the business unit but are not currently measured. If an additional measurement is requested, and if it requires project work, identify this as a project request. 

5. Identify performance gaps. Determine the material gaps between current performance and requested performance. Define projects that will resolve these gaps. 

6. Review the resulting project list. Review potential projects for additional measurement or improved performance targets using the same methods used for overall IT project initiation, prioritization, and approval. 

7. Negotiate an interim SLA. Obtain agreement on an interim SLA that reflects current measures and performance capability. Include in the SLA a commitment to any approved projects that will change measures and targets. 

8. Close the gaps that make sense. Complete the measurement expansion and performance enhancement projects that are approved. Confirm the measurements and performance targets that will not change.

7.1.4 Bottom Line

It costs money to improve service. Before making commitments to SLAs that exceed current experience, make sure that someone will pay for the improvements required.

� The Information Technology Infrastructure Library (ITIL®) is a framework of best practice approaches intended to facilitate the delivery of high quality information technology (IT) services. ITIL outlines an extensive set of management procedures that are intended to support businesses in achieving both high financial quality and value in IT operations. These procedures are supplier-independent and have been developed to provide guidance across the breadth of IT infrastructure, development, and operations.


To access the ITIL web site, � HYPERLINK "http://www.itil.org.uk/" ��click here�.


� Availability is defined to include modest scheduled periods of unavailability during regular working hours.


� Contemplates implementation of Oracle Hot Backup.


� The estimated staffing levels assume a modest size business in the hundreds, not thousands, of end-users.


� Superior performance can be defined as follows:


Online response times: 5 – 10 seconds 95% of the time.


Batch process elapsed times as follows 95% of the time:


Small: 3 - 5 minutes


Medium: 5 - 10 minutes


Large: 10 - 15 minutes


� Capacity Management tends to favor of the ASP-hosted model as load increases or fluctuates significantly because the ASP vendor can invest in a larger pool of idle resources, at an acceptable cost, to be shared across a large user base.  The mitigation strategy for self-hosted model is to invest in extra capacity and share it within Company.


� The size of the remote work location greatly influences its cost.  A frequent compromise is to construct the remote work location with small cubicles to achieve a high density of employees.  This compromise is workable because the assumption is that the remote work location will be occupied for short periods of time only.


� The minimum components of Information Security Management are defined to be:


Anti-virus, anti-spam and anti-malware.


VPN and firewall.


Userid and password – not third factor authentication.


Role-based restrictions to data where feasible.


Encryption where necessary.


Active monitoring of the computing environment for anomalies and intrusions.


� The minimum components of Physical Security Management are defined to be:


Access control.


Active monitoring of the physical facilities for anomalies and intrusions.





� The difference between incidents and problems is that Incident Management focuses on restoring service as quickly as possible while Problem Management tries to understand the root cause of incidents and reduce the probability of their re-occurrence.


� Configuration Management may require additional resources to perform the initial process definition and setup.


� As used in this document, Change Management includes Release Management.


� High Change Management controls typically require the operation of development, test and production environments.  One or more of these environments is likely to require additional server capacity.
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